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Information Security Assessment Checklist
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Assessment Elements Achieved
W Score

i)

Comment & Evidence

R

Security Management 4%

Basic policies and promotion system for
information securityanization?

- Have you clarified the rules that
information security should follow.

- Is there a system for regularly
appointing positions such as CISO to
oversee information security as an
organization to monitor security status.
5B A AR BORAA £
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1.2

Is there a designated person responsible
for Information Security?

- Have an information organization
structure and establish an information
security management representative (The
management representative appointed
letter)
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- H1ERALWIM LI HIE G B 22 E B A
xCEHFAENUAA)

1.3

Is there regular information security
awareness training and activities

conducted?
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1.4

Is there a confidentiality agreement
signed by employees in key positions?

- Define key positions (R&D
Department, sales  department, project
department, production department, etc.);
- Confidentiality management
regulations/list of key positions

— Personnel in key positions have signed
confidentiality agreements
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Internal management system PN 3 B H &

2.1

Is there an internal information security
related system?

— Information security management system:
information security manual, information
security strategy, confidential
information management system, etc.
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2.2

Does the management system cover:
personnel, physical environment, data
files, equipment security (routing,
switching, computers, servers)?

— Personnel management system, physical
environment management system, data asset
management system, terminal equipment
management system, network security
equipment management system
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2.3

Is there an annual information security
audit carried out?

— Information security audit report
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Access Control a4zl

3.1

Are there sound password setting rules:
password strength, regular replacement?
— Account password management system:
including password policy (difference
between ordinary wusers and special
permissions), as well as the frequency and
triggering conditions of regular reviews
— Facility password policy configuration
(production system, office system, AD
domain, etc.)
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3.2

Is there anti-virus software and
administrator rights control for office
computers?

— Anti-virus management system: including
whether the management of anti-virus
software includes definition requirements

for installation, uninstallation, virus




database, rule database, and regular
scanning of anti-virus software

- Employee computers cannot uninstall
anti-virus software — match the computer
asset serial number
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3.3

Are software and vulnerability patches
updated in a timely manner?

- Patch management system: whether it
includes patch management, patch sources,
patch classification, patch testing, patch
release, etc.

— Patching records

- Patch test records
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3.4

Is key information stored locally and is
there any uploaded backup?

— The backup management system has
corresponding requirements - there are
different backup strategies for different
categories of information

- Backup records
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4.1

Do you encrypt sensitive data in general?

12 A A R R i AT N &

4.2

Is there an important data access
application process and records?

— Access control management system

— Important data application process
records — system access

e A B R VT ) FE R Sl %2
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4.3

Are there regular data backup and
records?

- Data backup strategy, including
corresponding backup strategies for
different categories of data.

e 1A Bl W e e
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Protection of Personally Identifiable Data

AN Gt B ) R 3

5.1

Are information security management
systems (such as personnel systems,
financial systems, security systems, etc.)
able to adequately protect personally
identifiable data?

- Systems involving personal information:
restrictions on access to personal
information systems, restrictions on
on—demand export of output, export of
personal information data content in
accordance with the  purpose, and
desensitization requirements for personal
information display.
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6 Physical—-and Environmental Security #J#H
R4

6.1 Do you have access control for your IT room?
— Physical security management system,
including: definition of critical areas
and requirements for restricted access,
— In and out records
PGS A 5 5 I 42 i 5K 2
- VR A PR, B OSBRI E X
DA% B A1) H N BRI A0 225K
- BEEs

6.2 Is there a division of critical and

non—critical areas and different safety
control measures?

— Physical security management system,
including: definitions of critical areas
and non—critical areas, security
requirements for physical facilities in
critical areas, and requirements for
access restrictions

— Key areas: intelligent access control,
surveillance, fire protection, entry and
exit registration, regional camera
requirements

FE A R XA A AR SRR X A R 1) 70 S AN [ £
ZAREEIENE?

- VR, ARG SRR SRR
B DA S S SRR DX I ) B Vit 2 4 7 Y
R LAy 1 BRI B 25K

10




- R RREMAE. MiiE. WM. HAE
iy IR ER

6.3

Are unauthorized photography prohibited in
key areas?

— Physical security management system,
including: prohibition of photography in
key areas

— Physical inspection of key areas to see
if there are icons indicating that
photography is prohibited
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6.4

Do you have a home office policy?
A KEE ARV E TR

Response to incidents and accidents A}

e R

7.1

In the event of an information security
related incident or accident, is there a
response plan in place to quickly respond,
reduce impact, and prevent recurrence?

— Have you prepared for the occurrence of
accidents, such as creating a
corresponding step book for the leakage

loss, or theft of confidential
information.

- Is there a system (CSIRT) equipped to
quickly respond to network events such as
information leaks or possible system

failures.
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— Can records and evidence of communication
and operational terminal events on the
network accessing important information
and information systems be cut off as
needed.
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Improvement Actions
BT
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Note: Supplier shall provide the corrective actions of non—conformance items within 10

working days after receiving the audit report from Johnson Electric
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No.

Assessment Elements

PPHER

Achieved
Score

W

Basic policies and promotion system for information securityanization?
—Have you clarified the rules that information security should follow.
— Is there a system for regularly appointing positions such as CISO
to oversee information security as an organization to monitor security
status.

5 R A (N AR R AAR R
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Is there regular information security awareness training and
activities conducted?

e T E DT A B 2 e R KA 3)

Are there sound password setting rules: password strength, regular
replacement?

— Account password management system: including password policy
(difference between ordinary users and special permissions), as well
as the frequency and triggering conditions of regular reviews

— Facility password policy configuration (production system, office
system, AD domain, etc.)
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Do you encrypt sensitive data in general?
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In the event of an information security related incident or accident,
is there a response plan in place to quickly respond, reduce impact,
and prevent recurrence?

— Have you prepared for the occurrence of accidents, such as creating
a corresponding step book for the leakage, loss, or theft of
confidential information.

- Is there a system (CSIRT) equipped to quickly respond to network
events such as information leaks or possible system failures

— Can records and evidence of communication and operational terminal
events on the network accessing important information and information
systems be cut off as needed
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